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Problem
Academic health centers (AHCs) face
cybersecurity vulnerabilities that have
potential costs to an institution’s
finances, reputation, and ability to
deliver care. Yet many AHC executives
may not have sufficient knowledge of
the potential impact of cyberattacks on
institutional missions such as clinical
care, research, and education. Improved
cybersecurity awareness and education
are areas of opportunity for many AHCs.

concerns specific to CEOs and C-suite–
level executives. The 3.5-hour interactive
simulation used an evolving, 3-phase
case study describing a hypothetical
cyberattack on an AHC with a
ransomware demand. The approximately
70 participants, from AHCs spanning 25
states and 11 countries, worked in teams
and discussed how they would react if
they held roles similar to their real-life
positions. The authors provide the full
scenario as a resource.

Approach
The authors developed and facilitated a
tabletop cybersecurity simulation at an
international conference for AHC leaders
in September 2019 to raise awareness
of cybersecurity issues and threats and
to provide a forum for discussions of

Outcomes
The exercise was well received by
the participants. In the postsession
debrief, many participants noted
that cybersecurity preparedness had
not received the level of institutional
attention given to threats such as

Problem

Especially important, and often lifesaving,
are connected medical devices—from
pacemakers and insulin pumps to CT
scanners and surgical robots—and,
more broadly, infrastructure, including
the electronic health record, laboratory
ordering, and imaging systems that
enable the workflows of the modern
hospital. Yet an AHC’s dependence
on these technologies brings with it
vulnerabilities, such as susceptibility to
cyberattacks—individual computer- or
network-based disruptions of the normal
function of these systems.

Information technology (IT) plays
a critical role in enabling academic
health centers (AHCs) to meet their
missions, and its use permeates nearly
every activity across the enterprise. For
example, IT is essential for clinicians
writing consult notes in electronic
health records, researchers extracting
data from epidemiologic surveys,
billing coders capturing revenue,
and admissions counselors reviewing
prospective students’ application files
online.
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Preserving the integrity and availability
of these IT systems while defending
against cyberattacks is the domain of
cybersecurity. Currently, no consensus
guidelines exist for institutional responses
to cyberattack situations at AHCs.
In 2017, a United States Department
of Health and Human Services report
declared health care cybersecurity to be in
critical condition, citing a dearth of security
talent, use of legacy equipment, and heavy
reliance on connected devices—all issues

epidemics or natural disasters. Significant
variance in teams’ courses of action
during the simulation highlighted a lack
of consensus with regard to foundational
decisions. Participants identified this as
an area that could be remedied by the
development of guidelines or protocols.
Next Steps
As health care cybersecurity challenges
persist or grow in magnitude, AHCs will
have increased opportunities to lead in
the development of best practices for
preparedness and response. AHCs are
well positioned to work with clinicians,
security professionals, regulators, law
enforcement, and other stakeholders to
develop tools and protocols to improve
health care cybersecurity and better
protect patients.

that have direct implications for patient
safety.1 This declaration foreshadowed the
findings of a 2019 survey study of health
care security professionals, which reported
that significant cyberattacks are a nearubiquitous concern across U.S. health care
organizations.2
IT incidents involving cyberattacks can
take multiple forms (e.g., data leaks,
ransomware attacks, malware infections),
and their impacts can be insidious, with
operational, financial, reputational, legal,
and compliance implications that can
persist over time and across the AHC.
For example, in 2017, malware infected
Erie County Medical Center’s computer
system and a ransom was demanded
to decrypt the system’s files and make
them accessible again. To cope, the staff
reverted to pre-computer, paper-based
systems, which had impacts on physician
efficiency and access to crucial patient
data. The medical center estimated that it
took 44 days to fully recover. 3
Additionally, a cyberattack may occur
long before it is detected, particularly if
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protected health information is stolen
and then sold to identity thieves and
cybercriminals. A 2018 benchmarking
study by the Ponemon Institute
identified the mean time for a health care
organization to detect a data breach as
197 days and to contain such a breach
as 69 days. 4 This protracted time to
discovery and containment has negative
implications for the safety of sensitive
data, the reporting requirements set by
regulatory bodies (e.g., funders, federal
agencies), and the filing of time-sensitive
insurance claims. Adding to this, the
health care organization’s reputation is hit
hard, with 6% of customers leaving the
organization in the wake of a cyberattack. 4
Due to the vulnerabilities created by
dependence on IT and the increasing
risk of IT events, 5 we believe that an
AHC’s ability to prepare for, respond
to, and recover from an IT incident is
critical at all levels across the institution.
Improved cybersecurity awareness and
education are areas of opportunity for
many AHCs. While AHCs have begun
to invest in cybersecurity staff (e.g.,
chief information security officers), 6
due to the multiple and far-reaching
implications (e.g., reputational, legal,
financial) of IT incidents, we propose
that increased awareness of these issues
among leaders in the C-suite is essential.
Many AHC executives may not have
sufficiently comprehensive knowledge of
the potential impact of cyberattacks on
institutional missions, such as clinical
care, research, and education. In this
report, we describe an educational
simulation designed to assist leaders
of AHCs in preparing to address a
cybersecurity event.
Approach

The Association of Academic Health
Centers (AAHC) is a professional
organization that advances health and
well-being through the values-based
leadership of AHCs. Its members
represent leaders from a wide variety
of AHCs around the world. Based on
interactions with its members and
monitoring of the literature, the AAHC
identified health care cybersecurity as a
critical issue for AHCs. In response to
the growing threats of cyberattacks, and
as part of its efforts to rapidly identify
emerging issues and quickly develop
integrated programming aimed at top
decision makers, the AAHC hosted an
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interactive cybersecurity simulation at its
September 2019 annual meeting.
Simulation goals and development
In spring 2019, on behalf of the
AAHC, L.A.M. and S.L.K. assembled
a multidisciplinary team (including
B.W., C.D., and J.T.) with expertise in
cybersecurity, institutional leadership,
clinical medicine, and medical education
to design and deliver an interactive
cybersecurity simulation. B.W., C.D.,
and J.T. also have experience conducting
interactive cybersecurity and faculty
development training.
The session had 3 goals: (1) to raise
awareness among AHC CEOs of
cybersecurity issues and threats, (2)
to provide a forum for discussions of
cybersecurity concerns specific to CEOs
and the C-suite, and (3) to create the
foundation for future conversations
between AHC leaders as cybersecurity
issues evolve.
To focus the session, we crafted learning
objectives (List 1) tailored to the
specific needs of the AAHC meeting
participants, including CEOs and other
C-suite–level representatives (e.g., chief
financial officers, chief security officers,
vice presidents of research) from AHCs
around the globe. We selected interactive
simulation as the best educational
approach for delivering the session and
achieving the learning objectives.
An interactive tabletop simulation is
an evolving case study in which the
participants adopt roles such as one
would expect in such a scenario. 7
Participants are encouraged to react
to fluid situations in which the
circumstances change, often in response
to participants’ interactions with the
presented situation.

We used this approach as the
participatory nature of the exercise
would facilitate collaboration and
exchange between attendees. It would
also allow presenters to iterate scenario
progression based on real-time
feedback and input from participants.
Additionally, such interactive simulation
exercises have long been used in health
care and emergency preparedness 8 and
as part of an AHC’s compliance with
The Joint Commission’s Emergency
Management Standards. 9
Cybersecurity simulation: Participants
and scenario
The 3.5-hour cybersecurity simulation
was presented on September 26, 2019.
The approximately 70 participants
included CEOs, deans, chancellors, and
other C-suite executives from AHCs
spanning 25 states and 11 countries.
Participants, who formed approximately
10 teams based on their ad hoc seating
choices, were asked to imagine that they
occupied a role similar to that with their
current responsibilities at a hypothetical
quaternary-care AHC with an American
College of Surgeons–verified Level
I trauma center, American Heart
Association Cardiovascular Center of
Excellence, and Joint Commission–
certified Primary Stroke Center, in
addition to allied health professions
schools and an adjacent public research
university.
The scenario was based on real-world
episodes of ransomware infection in
health care systems, an increasing
phenomenon best exemplified by the
“WannaCry” attack that affected over
80 National Health Service hospitals
in the United Kingdom in 2017. 10
Figure 1 provides an overview of the
scenario progression and potential
group actions. The full scenario, with

List 1
Learning Objectives of the Interactive Cybersecurity Tabletop Simulation for
AHC Executives, AAHC Annual Meeting, September 2019
After participating in the cybersecurity simulation, participants will be able to:
1. Appreciate that AHCs rely on an array of technical infrastructure and medical technology
that, if compromised, can endanger the safety of patients;
2. Describe the role of an emergency disaster playbook for a cyberattack;
3. Articulate the utility of basic cybersecurity training for health professionals; and
4. Describe the role and benefit of information sharing and communication between a variety of
organizations in response to cybersecurity incidents.
Abbreviations: AAHC, Association of Academic Health Centers; AHC, academic health center.

851

Copyright © by the Association of American Medical Colleges. Unauthorized reproduction of this article is prohibited.

Innovation Report

Figure 1 Overview of the interactive tabletop cybersecurity simulation’s scenario progression and potential group actions, Association of Academic
Health Centers annual meeting, September 2019. The full scenario, with associated question prompts and ancillary information, is available in
Supplemental Digital Appendix 1 at http://links.lww.com/ACADMED/B49. Abbreviations: STEMI, ST-segment elevation myocardial infarction; NRMP,
National Resident Matching Program.

associated question prompts and ancillary
information, is available in Supplemental
Digital Appendix 1 at http://links.lww.
com/ACADMED/B49.
At the start of the simulation, the teams
were informed that a prominent basic
science researcher at their institution’s
university has reported a ransomware
infection on a computer storing research
data critical to an upcoming review of
a large grant. Teams were faced with
the first of a number of challenging
questions: Should the institution pay
the demanded ransom in the hope of
getting the vital research data decrypted?
After a period of discussion, during
which facilitators provided additional
background information and posed
further questions in response to group
feedback, teams were given the next
phase of the scenario.
After the concerned researcher pays
the ransom, the files are not decrypted.
Over the next several days, additional
reports of infection from other
laboratory groups begin to filter in,
along with the first instances of social
media discussion about the event. Then,
classroom activities in the affiliated health
professions schools are compromised
as computer testing and multimedia
audiovisual systems are affected. The
teams were asked to outline their evolving
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response to the situation, with particular
emphasis on how they would mitigate
educational disruptions, how they would
begin to respond to the public relations
implications, and what steps they would
take at the as-yet uncompromised
academic medical center.
In the scenario’s last progression, the
attack is system wide. The medical
center reports that portable radiology
devices in the Emergency Department,
running the same operating system as
previously infected devices, are now
locked out. The IT department is soon
deluged with calls regarding similar
failures in workstations across the
interventional radiology and cardiology
suites. At the same time, several patients
present to the Emergency Department
with suspected myocardial infarctions or
strokes. Media representatives are calling
and asking about a reported breach of
a genomics research dataset on campus
containing thousands of patient records.
Additionally, residency and fellowship
program directors are reporting files
stored on internal servers for applicants
for the upcoming National Resident
Matching Program’s Main Residency
Match are inaccessible. The teams were
asked to again discuss their next steps in
the situation, with an emphasis on how
they would address threats to patient
safety.

Outcomes

We obtained contemporaneous feedback
on the session via an immediate in-session
debrief of participants by facilitators and
delayed feedback from a postevent email
survey (for the survey, see Supplemental
Digital Appendix 2 at http://links.lww.
com/ACADMED/B49). The University
of California, Davis, institutional review
board determined this initiative was
nonhuman subjects research and thus did
not require further review.
Participants’ response to the exercise
was observed to be positive, with teams
remaining engaged for the entirety of
the 3.5-hour run-time. The majority
of survey respondents agreed that the
session was valuable to their role at their
AHC (n = 19/24; 79%).
During the debrief, participants raised
concerns about the readiness of their
AHC to respond to a cyberattack and
noted that they should be testing their
assumptions that their AHC is prepared
to respond. Some participants spoke
about their AHC’s preparation for other
threats, such as drills for active shooters,
epidemics, and natural disasters, and
contrasted this with a lack of drills related
to cyberattacks. Several participants
shared stories of similar (though
less involved) incidents at their own
institutions. Multiple executives reported
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they called their incident response
teams soon after the exercise to follow
up on points and suggestions raised by
facilitators and other participants.
Although participants agreed that
more awareness of and preparation for
cybersecurity incidents are needed,
there was significant variance in how
teams responded to the major issues
and questions posed in the simulation.
During the simulation, we observed a
near-even split between teams deciding to
pay or not to pay the initial ransomware
demand. In addition, groups had varied
thresholds for shutting down the whole
health system network or transferring
critically ill patients. These differences may
reflect the diversity of the AHC executives
present. Participants repeatedly identified
this lack of consensus with regard to
foundational decisions as an area that
could be remedied by the development of
guidelines or protocols.
Next Steps

As health care cybersecurity challenges
persist or grow in magnitude, AHCs will
have increased opportunities to lead in
the development of best practices for
preparedness and response. We hope this
report and the associated scenario will
be viewed as resources by health care
delivery organizations that may not yet
have a cybersecurity preparedness plan.
Organizations can use these resources
to begin to develop the exercises, both
in person and via videoconferencing
platforms, that are required for
certain accreditation and compliance
regulations. 9
Future researchers should consider
studying the “epidemiology” of health
care cybersecurity incidents and
cataloging the degree to which health care
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delivery organizations are conducting
cybersecurity disaster planning work.
A tangential but equally important area
is the development of cybersecurity
education for clinical professionals who
work at the bedside and use connected
medical technology for patient care.
We believe that AHCs’ advancement
of science and high-quality leadership
strongly position these institutions and
their executives to work with clinicians,
security professionals, regulators, law
enforcement, and other stakeholders to
develop tools and protocols to improve
health care cybersecurity and better
protect patients.
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